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Abstract— This paper presents a simple approach for secret 
sharing under the bitwise eXclusive-OR (XOR) framework. The 
proposed method extends the effectiveness of Progressive Secret 
Sharing (PSS) into the Friendly Secret Sharing (FSS). The PSS 
produces a set of shared images in noisy-like form, while FSS 
generates shared images into more-visually-friendly 
appearance. The proposed method offers lossless ability in the 
recovery result of secret image. At the same time, it shows 
superiority compared to the former existing scheme in the secret 
sharing task. 
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I. INTRODUCTION 

Several methods have been developed for secret sharing 
such as PSS [1], multiple secret sharing [2], lossless PSS [3], 
etc. Most of them yield promising results on secret sharing 
systems. This section presents the proposed XOR-ed based 
FPSS. It extends the usability of PSS [1] into FSS. The 
proposed method offers lossless ability on secret image 
reconstruction. Let ܫ be a quantized secret image of size ܯ ×ܰ . This image is obtained after performing the scalar 
quantization with coefficient ܳ. Suppose that this quantized 
image is in RGB color space. Each pixel is denoted as ݔ)ܫ, ,ݕ ܿ), where ݔ = 1,2, … ݕ and ܯ, = 1,2, … , ܰ are spatial 
positions. The symbol ܿ is color channel, i.e. ܿ = 1,2,3. 

The proposed method generates ݊ shared images denoted 
as ሼܵଵ, ܵଶ, … , ܵ௡ሽ, where ܵ௜ is the ݅-th shared image. The PSS 
[1] produces a set of shared images in noise-like form. The 
shared image can be easily recognized by investigating its 
content. The proposed method overcomes this problem by 
rendering the secret image into the cover image. Let ܥ be a 
color cover image of size ܯ ×ܰ. This image size should be 
identical to that of ܫ. Each pixel of ܥ is denoted as ݔ)ܥ, ,ݕ ܿ).  

The computation of shared image generation can be 
explained as follow. For each pixel on spatial position (ݔ, ,ݕ ܿ) 
with ݔ = 1,2, … ܯ, ݕ , = 1,2, … ,ܰ , and ܿ = 1,2,3 , the 
proposed method firstly computes the masking coefficient ܴ 
as follow:  ܴ 	← ூܷ(0, ቒଶହହொ ቓ),                                                                       (1) 

where ூܷ(ܽ, ܾ) denotes the random number generator which 
uniformly produces an integer in range [ܽ, ܾ]. The symbols ۀ∙ڿ 
and 

	← are ceiling and assignment operators, respectively. The 
proposed method subsequently determines the indices of two 
selected shared images, i.e. ݎଵ  and ݎଶ , with constraint 1 ,ଵݎ≥ ଶݎ ≤ ݊  and ݎଵ ≠ ଶݎ . These two indices are randomly 
chosen. The first selected shared image, i.e. ܵ௥భ is determined 
as: ܵ௥భ(ݔ, ,ݕ ܿ) 	← ,ݔ)ܥ ,ݕ ܿ) ⊕ ,ݔ)ܫ ,ݕ ܿ) ⊕ ܴ,                         (2) 

where ⊕  represents the bitwise-based XOR operation. 
Whereas, the second selected shared image, i.e. ܵ௥మ  is 
computed as: ܵ௥మ(ݔ, ,ݕ ܿ) 	← ,ݔ)ܥ ,ݕ ܿ) ⊕ ܴ.                                               (3) 

For the rest of shared images with ݅ = 1,2, … , ݊ and ݅ ≠ ,ଵݎ  ,ଶݎ
we perform the following process; ܵ௜(ݔ, ,ݕ ܿ) 	← ,ݔ)ܥ ,ݕ ܿ).                                                          (4) 

At the end of this process, one obtains a set of shared images ሼܵଵ, ܵଶ, … , ܵ௡ሽ. 
The secret image can be reconstructed by stacking several 

shared images as follow: ܫመ(ݔ, ,ݕ ܿ) 	←ܵ௧భ(ݔ, ,ݕ ܿ) ⊕ ܵ௧మ(ݔ, ,ݕ ܿ) ⊕ …⊕ ܵ௧೅(ݔ, ,ݕ ܿ),        (5) 

where ܫመ(ݔ, ,ݕ ܿ)  is the recovered secret image at spatial 
position (ݔ, ,ݕ ܿ)  and ሼݐଵ, ,ଶݐ … , ሽ்ݐ  is the index of stacked 
shared image. The symbol ܶ denotes the number of stacked 
shared images with condition ܶ ≤ ݊. The proposed method 
achieves FSS since the content of ܵ௜  is almost similar to ܥ 
under some extends, while it gives PSS based on the facts that 
the quality of recovered secret image is improved by stacking 
more shared images. Thus, the proposed method can be 
categorized as friendly and progressive secret sharing. 

II. ANALYSIS OF PROPOSED XOR-ED BASED FPSS 

This section supports the correctness of the proposed 
method with the theoretical analysis. It considers the lossless 
ability of the proposed method on recovering secret image. 
For simplicity, we omit the spatial position of an image. Then, 
the formal analysis is given as follow. 

Theorem 1: The proposed XOR-ed Based FPSS is lossless if ܶ ≤ ݊ and 1 ≤ ,ଵݎ ଶݎ ≤ ܶ. 

Proof: Stacking several shared images ሼܵ௧భ, ܵ௧మ, … , ܵ௧೅ሽ 
produces a recovered secret image as: ܫመ 	← ܵ௧భ ⊕ ܵ௧మ ⊕ …⊕ ܵ௧೅. 

For ܶ ≤ ݊ and 1 ≤ ,ଵݎ ଶݎ ≤ ܶ, the value ܫመ is then obtained as: ܫመ 	← ܵ௧భ ⊕ ܵ௧మ ⊕ …⊕ ܵ௥భ ⊕ …⊕ ܵ௥మ ⊕ …⊕ ܵ௧೅. 

This form can be alternatively rewritten as follow: ܫመ 	← ܵ௥భ ⊕ ܵ௥మ ⊕ ܵ௧భ ⊕ ܵ௧మ ⊕ …⊕ ܵ௧೅ᇣᇧᇧᇧᇧᇧᇧᇤᇧᇧᇧᇧᇧᇧᇥ்ିଶ መܫ , 	← ܵ௥భ ⊕ ܵ௥మ ⊕ ܥ ⊕ ܥ ⊕…⊕ ᇣᇧᇧᇧᇧᇤᇧᇧᇧᇧᇥ்ିଶܥ . 

If ܶ − 2  is even number, the XOR property [3] gives the 
following result: ܫመ 	← ܵ௥భ ⊕ ܵ௥మ ⊕ 0 = ܵ௥భ ⊕ ܵ௥మ.                                              (6) 

The recovered secret image ܫመ  can be simply obtained by 
performing XOR operation between ܵ௥భ and ܵ௥మ. 

Since ܵ௥భ 	← ܥ ⊕ ܫ ⊕ ܴ  and ܵ௥మ 	← ܥ ⊕ ܴ , the form in 
(6) can be further rewritten as follow: ܫመ 	← ܵ௥భ ⊕ ܵ௥మ = ܥ ⊕ ܫ ⊕ ܴ⊕ ܥ መܫ ,ܴ⊕ 	← ܥ ⊕ ܥ ⊕ ܴ⊕ܴ⊕  .ܫ
The XOR property [3] simplifies the computation as: 
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መܫ 	← 0⊕ 0⊕ ܫ =  (7)                                                                 .ܫ

Simplification in (7) indicates that the proposed method is 
lossless, i.e. ܫመ =  ∎ .It completes a proof .ܫ

III. EXPERIMENTAL RESULTS 

We report some experiments in this section. Two color 
images (for cover and secret image) are used in this 
experiment as shown in Fig. 1. Herein, the quantization 
coefficient is simply set as ܳ = 25 indicating that each pixel 
of secret image is represented with four bits. The number of 
shared images is ݊ = 10. Fig. 2 depicts two shared images 
obtained by the proposed method. As it can be seen, the 
proposed method effectively generates a set of shared images, 
in which the contents of shared image are almost identical to 
that of the cover image.  

Fig. 3 displays the performance comparison between the 
proposed method and extended PSS [1] for FSS in terms of 
visual investigation on the quality of ܫመ. The number of stacked 
shared images are set as ܶ = ሼ2, 4, 6, 8, 10ሽ . It can be 
deducted from Fig. 3 that the proposed method achieves PSS 
and FSS criteria for a good secret sharing scheme. The 
proposed method yields lossless recovered secret image if all 
shared images are stacked by XOR operation. In addition, the 
proposed method is superior compared to that of the extended 
PSS [6] for FSS. 
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Fig. 1. Two testing color images: (a) cover image, and (b) quantized secret 
image. 

 
(a) 

 
(b) 

Fig. 2. Two shared images generated by proposed method with ݊ = 10: (a-
d) ሼܵଵ, ܵଶ, … , ܵସሽ. 

FPSS from the Former PVSS 
Scheme [1] 

Proposed FPSS Method 

 
XOR-ing two shared images 

 
XOR-ing four shared images 

 
XOR-ing six shared images 

 
XOR-ing eight shared images 

 
XOR-ing ten shared images 

Fig. 3. The reconstruction process of secret image. 
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